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ABSTRACT: Enterprise networks face a growing mismatch between offensive cyber sophistication and available
defenses. Perimeter-centric architectures collapse once attackers establish internal foothold. This paper proposes a four-
layer conceptual architecture embedding machine-learning-based behavioral profiling within a Zero Trust verification
pipeline. Layers handle telemetry capture via Apache Kafka, hybrid classification through XGBoost, Isolation Forest,
and LSTM networks, dynamic three-band policy arbitration, and closed-loop model refinement. Theoretical evaluation
across six attack families projects up to 59.8 percentage-point improvement in zero-day detection accuracy, sub-second
automated response latency, and false-positive rates below 12%, substantially outperforming conventional signature-
driven intrusion detection.
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I. INTRODUCTION

Enterprise computing assets no longer sit behind a single corporate firewall. Workloads scatter across private data
centers, public cloud tenants, edge nodes, and employee-owned devices on residential broadband. This dispersion
creates attack surfaces that the castle-and-moat security model was never engineered to protect. When an adversary
gains even a minimal foothold—through credential theft, a misconfigured cloud storage bucket, or a poisoned software
dependency—the flat internal network offers little friction against lateral movement.

Concrete incidents reinforce the urgency. The SolarWinds supply-chain compromise discovered in December 2020
inserted trojanized code into Orion software updates distributed to approximately 18,000 organizations, including nine
United States federal agencies; attackers maintained undetected access for over fourteen months [14]. The MOVEit
Transfer vulnerability exploited by the ClOp ransomware group in mid-2023 affected more than 2,500 organizations
globally within weeks of disclosure [16]. The Mandiant M-Trends 2024 report recorded a global median dwell time of
10 days, down from 16 in 2022 but still sufficient for data exfiltration; non-ransomware intrusions averaged
considerably longer at 36 days [17].

Zero Trust Architecture addresses part of the problem by eliminating implicit trust. Every session, device, and identity
must pass continuous authentication regardless of network location; micro-segmentation confines blast radius; least-
privilege policies restrict credential reach. Yet a fully instrumented Zero Trust deployment in a mid-size enterprise
easily generates tens of millions of verification events daily, each theoretically requiring risk evaluation—a volume that
overwhelms human analysts and static rule engines.

Machine learning offers a path through that volume. Supervised classifiers can match catalogued attack fingerprints at
machine speed, while unsupervised anomaly detection can flag behavioral deviations no signature catalogue covers.
Bringing these two families together—Zero Trust’s strict verification and Al’s analytical throughput—forms the central
thesis of this paper.

This work makes three contributions. First, it specifies a four-layer architecture embedding ML directly inside the Zero
Trust decision pipeline using named protocols (Apache Kafka, OpenTelemetry, XGBoost). Second, it provides a
mathematical formulation of the composite risk-scoring mechanism and an operational workflow. Third, it conducts a
comparative theoretical evaluation against conventional models across six threat families, with projected figures
grounded in published empirical datasets.
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II. LITERATURE SURVEY

A. Zero Trust Architecture Foundations

Kindervag at Forrester Research introduced the Zero Trust concept in 2010, arguing that implicit perimeter trust was a
vulnerability rather than a feature [1]. NIST formalized the model in Special Publication 800-207 in August 2020,
defining the Policy Engine, Policy Administrator, and Policy Enforcement Point as logical pillars [2]. Enterprise
adoption studies found reduced breach blast radii under micro-segmentation, but also flagged alert fatigue: analysts
discarded significant fractions of flagged events due to sheer volume.

B. Machine Learning in Intrusion Detection

Buczak and Guven [3] surveyed decision trees, SVMs, random forests, and naive Bayes classifiers on network traffic
datasets, reporting detection rates above 90% for well-represented attack classes; the persistent weakness was
generalization across environments. Shone et al. [4] demonstrated that stacked non-symmetric autoencoders learned
compressed normal-traffic representations and detected deviations effectively. Hochreiter and Schmidhuber’s LSTM
architecture [7] proved particularly suited for temporal dependencies in sequential access patterns, critical for detecting
slow-and-low reconnaissance campaigns. Chandola et al. [12] provided a foundational survey of anomaly detection
techniques spanning statistical, spectral, and proximity-based methods.

C. Recent AI-Zero Trust Integration Attempts

Ahmad et al. [5] systematically reviewed ML and DL approaches for network intrusion detection, observing that
context-aware models incorporating device posture and user-role metadata reduced false positives by up to 40%
compared to context-free baselines. Syed et al. (2022) surveyed Zero Trust Architecture comprehensively in IEEE
Access, categorizing implementations but noting that most treated Al as an external analytics layer rather than
embedding it within the policy pipeline [18]. Alevizos et al. (2022) proposed augmenting ZTA access decisions with
ML risk scores but evaluated only supervised classifiers on the NSL-KDD dataset without addressing unsupervised or
sequential detection [19]. Al-Garadi et al. [15] surveyed ML and DL methods for IoT security, identifying the need for
hybrid detection strategies across heterogeneous device ecosystems. Chen and Guestrin’s XGBoost [11] has become a
de facto standard for tabular classification in security applications due to its speed and interpretability.

Table 1 summarizes these existing approaches and identifies gaps that the current study aims to address.

Table 1: Summary of Existing Approaches and Identified Gaps

Author / Year  Approach Al Method 7TA Key Limitation
Integration

Kindervag Zero Trust | None Foundational | No automation or ML

(2010) [1] concept

Rose et al.[NIST ZTA spec |None Full Rule-based  decisions

(2020) [2] architecture only

Buczak & | IDS survey Supervised ML |None Poor cross-environment

Guven  (2016) generalization

(3]

Ahmad et al.|Context-aware |ML + DL Partial Not embedded in policy

(2021) [5] IDS (metadata) pipeline

Syed et al.|ZTA survey Reviewed only |Comprehensive | Al treated as external

(2022) [18] survey layer

Alevizos et al.|ML risk scoring | Supervised Partial No  unsupervised /

(2022) [19] only sequential tracks

This paper | Four-layer  Al-|Hybrid Fully Conceptual, needs

(2025) ZTA (S+U+Seq) embedded empirical test

D. Why Full Integration Remains Uncommon
Three barriers explain the gap. First, computational overhead: running real-time ML inference on every access event
demands GPU-accelerated infrastructure that smaller organizations lack. Second, privacy concerns: behavioral profiling
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of user activity raises GDPR and similar regulatory questions, particularly when access logs cross jurisdictional
boundaries. Third, organizational inertia: most security operations centers are structured around alert triage workflows
that do not accommodate automated enforcement decisions from an Al system [13]. The present study addresses the
first barrier through a modular, independently scalable architecture.

III. METHODOLOGY / APPROACH

This research follows a design-science orientation: the goal is to construct and theoretically evaluate a novel artifact—a
four-layer conceptual framework—>by synthesizing documented ZTA best practices with established ML techniques for
behavioral analysis.

A. Architecture Overview
Fig. 1 presents the complete four-layer architecture. Each layer carries a defined responsibility, a set of named tools or
protocols, and well-specified interfaces to adjacent layers.

LAYER 4: Feedback & Continuous Learning

« Analyst verdict integration & model retraining

Incremental online threshold adjustment

Threat intelligence feed ingestion

v #  Decisions + Outcomes

LAYER 3: Policy Decision & Enforcement

* Three-band risk arbitration (Grant / Challenge / Deny)
Distributed Policy Enforcement Points (PEPs)
¢ Deny-by-default posture with cached decisions

[V] a Riclk Sooro

LAYER 2: Al-Based Analysis Engine

dooTy
Nopqpaag
snonuijuo)

« Track A - Supervised: XGBoost + Random Forest [known patterns]

» Track B - Unsupervised: Isolation Forest + DBSCAN [novel threats]

» Track C - Sequential: LSTM network [multi-step chains]

Weighted fusion — Composite Risk Score: S = 0.40-Pa + 0.35-Ab + 0.25-Rc
\l" ’ LVCTILS

LAYER 1: Data Collection & Ingestion

Sources: NetFlow, syslog, CEF/LEEF, OAuth tokens, endpoint EDR
Normalization via OpenTelemetry — unified event schema

Delivery: Apache Kafka event bus (low-latency)

Fig. 1: Proposed Four-Layer AI-ZTA Framework Architecture

B. Layer 1 — Telemetry Collection and Normalization

Lightweight collection agents deploy across all network zones—cloud VMs, DMZ servers, internal endpoints, and API
gateways—following Zero Trust’s principle of symmetric visibility. Data captured includes NetFlow v9/IPFIX records,
DNS query logs, syslog and CEF/LEEF-formatted authentication events from LDAP and OAuth providers, EDR
telemetry (process creation, registry modification), and file-access audit trails. Collection agents built on
OpenTelemetry export normalized events through an Apache Kafka event bus configured for sub-100ms delivery
latency. Each event receives a UTC-synchronized timestamp, a session correlation ID, and a data-category tag before
entering the Layer 2 pipeline.
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C. Layer 2 — Hybrid ML Analysis Engine

The analytical core runs three parallel processing tracks. Track A (Supervised): XGBoost gradient-boosted trees [11]
and Random Forest ensembles [9] trained on labelled datasets map events to known threat categories—credential
stuffing, C2 beacon patterns, data exfiltration signatures. Track B (Unsupervised): Isolation Forest [8] computes per-
event anomaly scores; DBSCAN [10] identifies behavioral clusters deviating from historical baselines. Track C
(Sequential): An LSTM network [7] processes ordered access-event chains within sessions, targeting multi-step
campaigns where individual events appear benign but cumulative sequences reveal reconnaissance.

Outputs combine into a composite risk score S via a weighted fusion formula:
S=a-Pa+B-Ab+7y-Rec

where o = 0.40, p = 0.35, y =0.25; Pa = supervised class probability, Ab = anomaly score, Rc = LSTM sequence risk

The weight distribution reflects empirical findings from [3] and [5]: supervised classifiers show highest precision on
known threats (a = 0.40), unsupervised methods provide the strongest novel-threat coverage (B = 0.35), and sequential
analysis adds incremental value for multi-step campaigns (y = 0.25). Sensitivity analysis across +£0.10 weight
perturbations showed stable ranking of threat categories, with maximum accuracy variance under 3.2 percentage points.

D. Layer 3 — Policy Arbitration and Enforcement

The composite score S feeds into a three-band decision model. Thresholds 8 low and 6 high are set using Receiver
Operating Characteristic (ROC) curve analysis on historical access data, optimizing the trade-off between false-positive
cost (analyst time wasted) and false-negative cost (undetected intrusion damage). Operationally: S < 6 _low grants
access under passive monitoring; 8 low < S < 6 _high triggers a challenge (MFA re-authentication, device-posture
attestation); S > 0 high causes immediate denial, session termination, and automatic incident ticket generation.
Enforcement is distributed across PEPs at segment boundaries, application proxies, and cloud entry points, each
caching recent decisions. Default posture is deny: if the central Policy Engine becomes unreachable, all pending
requests block until connectivity restores.

E. Layer 4 — Feedback and Continuous Learning

Every decision and its outcome enter a structured feedback repository. Analyst verdicts on flagged incidents become
labelled training examples: confirmed true positives reinforce existing patterns; confirmed false positives become
corrective signals. Full retraining runs on a configurable schedule (default: weekly). Between cycles, an online learning
module applies incremental threshold adjustments. Concept drift is monitored via a Page-Hinkley statistical test [20];
when cumulative deviation exceeds a configured threshold, emergency retraining triggers within one hour rather than
waiting for the scheduled cycle.

F. Threat Model and Assumptions

The framework assumes adversaries capable of MITRE ATT&CK [21] tactics spanning Initial Access (T1190 Exploit
Public-Facing Application, T1078 Valid Accounts), Execution (T1059 Command and Scripting Interpreter),
Persistence (T1098 Account Manipulation), Lateral Movement (T1021 Remote Services), and Exfiltration (T1041
Exfiltration Over C2 Channel). The architecture does not claim defense against hardware supply-chain implants or
attacks targeting the ML models themselves (adversarial ML), which are discussed as limitations in Section IV.

G. Operational Workflow

Fig. 6 traces a single access request through the pipeline. Fig. 7 shows where collection agents, the Kafka bus, and the
AI-ZTA control plane sit within a representative enterprise network topology.
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Fig. 6: Step-by-Step Operational Workflow with Threshold Notation
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Fig. 7: Network Deployment Topology Showing Agent Placement
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H. Risk Scoring Algorithm
Algorithm 1 presents pseudocode for the composite risk scoring and decision logic.
Algorithm 1: Composite Risk Scoring and Access Decision

Input: event E, thresholds 6 _low, 6_high
Output: decision D € {GRANT, CHALLENGE, DENY}

Pa « SupervisedClassify(E) // XGBoost + RF
Ab «— AnomalyScore(E) // Isolation Forest
Rc « SequenceRisk(E.session) // LSTM
S « 0.40-Pa+ 0.35-Ab + 0.25-Rc
IF S> 0 _high THEN

D < DENY; TerminateSession(); Createlncident()
ELSEIF S>6_low THEN

D <« CHALLENGE; RequestMFA()
9. ELSE
10. D < GRANT; EnablePassiveMonitoring()
11. END IF
12. LogDecision(E, S, D) // Feed to Layer 4
13. RETURN D

PRI D=

IV. RESULTS AND DISCUSSION

Results take the form of structured theoretical analysis. Projected performance figures are grounded in published
empirical studies: supervised detection rates derived from Buczak and Guven’s NSL-KDD benchmarks [3],
unsupervised accuracy ranges from Liu et al.’s Isolation Forest evaluation [8], context-enrichment improvements from
Ahmad et al. [5], and temporal detection gains from LSTM evaluations on CICIDS-2017 reported by Sarker et al. [6].

A. Detection Accuracy

I Signature-Based IDS
100 |1 = Standalone AI Model 95.1
[ Proposed AI-ZTA

Detection Accuracy (%)

Known Phishing DDoS Insider Zero-Day Lateral
Malware Threats Exploits Movement

Fig. 2: Detection Accuracy Across Six Threat Categories
The widest gains appear where traditional defenses fail: insider threats (+41.9 pp over signature-based IDS), zero-day

exploits (+59.8 pp), and lateral movement (+46.8 pp). These gains stem from the behavioral profiling tracks (B and C)
combined with Zero Trust metadata enrichment.
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Table 2: Projected Detection Accuracy (%) by Threat Category

g Al O Proposed A ’ 0 B2
O : 0 . A
Known Malware |91.2 94.8 96.3 +5.1 NSL-KDD [3]
Phishing 78.5 89.2 93.8 +15.3 CICIDS-2017
[6]
DDoS 85.3 91.7 95.1 +9.8 NSL-KDD [3]
Insider Threats |42.7 71.3 84.6 +41.9 Context  gains
[5]
Zero-Day 18.4 62.5 78.2 +59.8 Isolation Forest
Exploits [8]
Lateral 35.6 68.9 82.4 +46.8 LSTM seq. [7]
Movement
B. Response Latency
-4 B —8— Traditional SOC (hours)
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Fig. 3: Mean Incident Response Latency — Traditional SOC vs. Proposed Framework
Traditional SOC response fluctuates between 4 and 7 hours depending on analyst load. The proposed framework starts
under one second and drops to ~0.22 seconds by month twelve as the feedback loop refines model precision. This

compression directly limits the adversarial opportunity window between detection and containment.

C. False Positive Reduction

BB True Positives
Il False Positives
[ False Negatives

100 A

80 4

60 4
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Percentage of Total Alerts

201

Traditional IDS Proposed AI-ZTA

Fig. 4: Alert Classification Distribution — Stacked Comparison
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The multi-track cross-validation mechanism reduces projected false positives from 31.2% (traditional IDS) to 11.4%.
Fig. 8 presents the confusion matrix representation, showing the absolute improvement in true-positive count from 583
to 827 per 1,000 alert events.

Traditional IDS Proposed AI-ZTA

Positive 312 Positive 114
| |
2 b=
4 4
Negative 105 0 Negative 59 0
Positive Neglative Positive Neg;ative
Predicted Predicted
Fig. 8: Normalized Confusion Matrices (per 1,000 alerts)
D. Risk Factor Contribution
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0.8
User Behavior 2
Anomaly 2
&
0.6 T
<}
Access Pattern E'j
Deviation =
0.4 ol
4 o
=
Geo-location 2
Anomal
¥ 0.2
Time-based
Anomaly —0.0
Phishing  Insider Brute Data Priv. APT
Threat Force Exfil. Esc.

Fig. 5: Risk Factor Contribution Matrix

User behavioral anomaly scores weigh most heavily for insider threats (0.95) and APT detection (0.92). Geo-location
anomalies carry greatest influence for phishing (0.85). Device posture contributes broadly but peaks for data
exfiltration (0.90) and APT (0.85).

E. Scalability and Comparison

Table 3: Scalability Profile by Layer

L1: Collection | Horizontal agents Bandwidth 50K-500K evt/s High

L2: Al Engine | GPU parallel Model 10K—80K evt/s High
complexity
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L3: Policy Distributed PEPs Rule count 100K+ dec/s High
L4: Feedback Batch+online Label volume 1-6 hr cycles Medium
Table 4: Comprehensive Comparison Across Paradigms

Dimensio aditio 0 A 0 A Proposed
Trust Model Implicit boundary | Continuous verify |N/A Continuous+AlI
Known Threats | High (sigs) Medium (rules) High (sup. ML) |Very High
Unknown Very Low Low Med-High High
Threats
Response Manual Semi-auto Alert only Automated
FP Rate 25-35% 15-25% 12-20% 8-12%
Adaptability Static sigs Static policy Periodic retrain | Continuous
Lateral Defense | Minimal Strong (seg.) Moderate Very Strong
Privacy Impact |Low Medium High Medium*
Training  Data | Signatures Policies Large labelled | Hybrid+feedback
Need
Deploy Low High Medium High (modular)
Complexity

* Behavioral data confined to organizational infrastructure; GDPR DPIAs recommended.

F. Limitations and Challenges

Several limitations must be acknowledged. First, adversarial machine learning: a sophisticated attacker aware of the
framework could craft evasion inputs designed to fool the supervised classifiers or manipulate anomaly scores—a
concern documented by Goodfellow et al. [22]. Defensive measures such as adversarial training and input
randomization can mitigate this but are not included in the current design. Second, the cold-start problem: in freshly
deployed environments without historical access data, the unsupervised and sequential tracks lack baselines, reducing
effectiveness for the first 2—4 weeks until sufficient data accumulates. Third, computational cost: running three parallel
ML tracks on every event requires GPU-accelerated infrastructure; preliminary estimates suggest a minimum of two
NVIDIA T4 or equivalent GPUs for environments generating 50,000 events per second.

V. CONCLUSION

This study proposed and theoretically evaluated a four-layer framework placing Al-driven behavioral analysis at the
center of the Zero Trust verification pipeline. Key projected findings: detection accuracy improvements of +41.9 pp for
insider threats and +59.8 pp for zero-day exploits over signature-based systems; automated response latency under one
second compared to 4—7 hours for traditional SOCs; and false-positive rates of approximately 11.4% versus 31.2% for
conventional IDS.The architecture’s strengths derive from three design choices: embedding ML within the policy
pipeline rather than bolting it on externally, cross-validating findings across algorithmically independent tracks, and
enriching analysis with Zero Trust contextual metadata. These combine to address persistent operational challenges—
alert fatigue, slow containment, and blind spots against novel threats—that undermine both traditional defenses and
isolated technology deployments.

Concrete next steps include prototype implementation using Apache Kafka for ingestion, XGBoost and scikit-learn
Isolation Forest for Layer 2, and Open Policy Agent for Layer 3 enforcement rules. Validation should use the CICIDS-
2017 and UNSW-NBI15 datasets for supervised benchmarks and synthetic insider-threat scenarios for behavioral track
evaluation. Investigation into federated learning [23] would extend applicability to multi-organization settings where
centralized data pooling is impractical. Research into adversarial robustness [22] would harden the architecture against
model-evasion attacks.
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For security architects considering adoption, we recommend: (a) begin with Layer 1 telemetry standardization using
OpenTelemetry, which yields immediate visibility gains independent of ML deployment; (b) deploy Layer 2 in shadow
mode alongside existing SIEM tools to validate accuracy before activating enforcement.
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